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ABSTRACT 
 
In the last decade the need for new and robust watermarking schemes has been increased because of the 
large illegal possession by not respecting the intellectual property rights in the multimedia in the internet. 
In this paper we introduce a novel blind robust watermarking scheme which exploits the positive circulant 
matrices in frequency domain which is the SVD, Different applications such as copyright protection, 
control and illicit distributions have been given. Simulation results indicate that the proposed method is 
robust against attacks as common digital processing: compression, blurring, dithering, printing and 
scanning, etc. and subterfuge attacks (collusion and forgery) also geometric distortions and 
transformations. Furthermore, good results of NC (normalized correlation) and PSNR (Peak signal-to-
noise ratio) have been achieved while comparing with recent state of the art watermarking algorithms. 
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1. INTRODUCTION 
 
Recently, multimedia technology and the internet have seen a wide availability and accessibility, 
and the need for storage and transmitting digital images have enhanced, in the other hand the 
issue of not respecting the intellectual property rights is increased as well, by submitting artificial 
documents, in this case to ensure the security for content owners and service provider using 
cryptosystem encryption for data become not useful because it can only achieve confidentiality of 
data which means only the owner can see the content, where in most cases the submission and 
transmitting of content has done in a plain form, to overcome this problem digital watermarking 
techniques are used. 
 
Watermarking is the procedure of embedding a watermark which can be an image or binary 
sequence or a multimedia object into a multimedia data. The result will be a watermarked data 
with invisible watermark. The extraction procedure will grab the watermark which will contains 
the information about the rightful owner and about the copyrighted object. 
 
There are two types of watermarking schemes, watermarking in spatial domain and in frequently 
domain, the first the embedding of the watermark is done into the pixel values directly without 
any transformation, usually it is simple to be implemented but it suffer from weakness against 
many attacks, that’s why the second type is more interesting in research, in frequently domain we 
first apply a transformation on the host image as DCT, DWT, DFT or SVD. Also watermarking 
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can be categorized from another point of view into three groups fragile, semi fragile and robust, 
where fragile means the watermark can be lost or corrupted after applying any type of image 
processing attacks, semi fragile the watermark resist only light attacks such as compression, and 
robust watermarking is when the watermark resist all common processing attacks and the last 
factor that watermarking schemes can be categorized about is blindness, a non blind 
watermarking schemes is when the original image is required for the extraction of the watermark, 
semi blind is when a part of an image is required and a blind scheme is when we don’t need the 
original image or a part of it to recover the watermark only a key can be required in some cases. 
The watermarking schemes in [1-4] are in spatial domain they are robust against geometrical 
attacks but they suffer from the poor capacity of data embedding, this drawback led other 
researchers to propose watermarking schemes in frequency domain [5-24], most of those methods 
are semi or non blind like [5, 6, 7, 8, 9, 13, 14, 19] which means the host image is required in the 
extraction procedure, also some  methods has a good robustness but they don’t offer a good 
transparency like [13, 14, 16, 19]. In most applications of watermarking the main concern has 
been the robustness against common digital attacks but usually resolving rightful ownership 
deadlock is ignored, the deadlock problem occurs where multiple ownership claims are made and 
the rightful ownership of digital content cannot be resolved. 
 
For example a pirate simply adds his watermark to the watermarked data. This second mark 
allows the pirate to claim copyright ownership. Now the data has two marks, most watermarking 
schemes are unable to establish who watermarked the data first. 
 
In this paper we propose a novel blind robust digital image watermarking scheme based on 
positive semi definite matrices and singular values decomposition. The proposed scheme has a 
variable watermark size, this flexibility may be operated following the desired data hiding 
capacity. 
 
the rest of the paper is organized as follows: Section two is a related knowledge that we based on 
in the proposed method, the section describe the concept of the singular values decomposition, 
positive semi definite matrices and circulant matrices then Section three explains the proposed 
digital watermarking method. The simulation and the experimental results are discussed in section 
four also a performance comparison was given, Section five present applications of the scheme in 
copyright protection, illicit distribution and copy control, finally, conclusions are drawn in section 
six. 
 

2. PRELIMINARY KNOWLEDGE 
 

2.1. Singular values decomposition SVD  
 
It is well known that: 
 
 Theorem (SVD) [17]: 
 
For every real n×n matrix A of rank r, there are two orthogonal matrices U and V such that 

IUU t   and IVV t     where I  is the Identity matrix and a diagonal matrix  
S = diag ( , , …, ) with  021   
such that 

tVSUA                                                                           (1) 
 

The entries , , …,  are the non zero singular values of A , i.e, the positive square roots of the 
non zero eigenvalues of  and  and  = … = = 0 . 
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The columns of U are eigenvectors of  and the columns of V are eigenvectors of . 
This theorem can be extended to rectangular m × n matrices. 
 
2.2. Positive semi definite matrix 
 
A symmetric nn  real matrix A  is called positive semi definite if  0Axxt  for all x nR , where 

tx denotes the transpose of x , and A  is called positive definite if 0Axxt for all non-zero x nR . 
It is easy to verify that the following statements are equivalent [18]: 
 

a) The symmetric matrix A  is positive semi definite.  
b) All eigen values of A  are non-negative. 

 
Example 
 
Given a set E of m vectors mvv ..,,1 in nR , the mm  gram matrix ijaG )( is defined by 

t
jiij vva   

G  can be also defined by VV t where V is a matrix whose columns are the vectors mvv ..,,1 . 
The matrix of gram is positive semi definite, it is positive definite if and only the vectors 

mvv ..,,1 are linearly independent. 
 
2.3. Circulant matrices 
 
A nn circulant matrix is formed from any n vector ),..,( 1 nccc  by cyclically permuting the 
entries, for example if ),,,( 4321 ccccc  , the 44 circulant matrix )(ccirC   is given by  
 



















1432

2143

3214

4321

cccc
cccc
cccc
cccc

                                                               

(2)

  
As the matrix   CCCC tt   is positive semi- definite its spectral decomposition coincides with its 
SVD decomposition, it is easy to verify that  
 

tt UdiagUCC 043210 ),,,(                                             (3) 
with 
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(4) 

 
are the singular values and 0U is the constant matrix : 
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(5) 
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3. Proposed method 
 
In the beginning of this section, we note that the main idea of our scheme is presenting a 
watermarking method using positive semi-definite matrices for which the spectral decomposition 
coincides with the singular value decomposition [18]. The watermark W is generated as positive 
semi definite matrix and its singular value decomposition is t

WWW VSU  with WW VU  . 
Now we will present more details on the proposed scheme. 
 
3.1. Construction of watermark 
 
Before considering the proposed method, we consider a circulant matrix ),,,( 1

4
1
3

1
2

1
11 cccccirC  and 

we are going to discuss the choice of 1
4

1
3

1
2

1
1 ,,, cccc so that the singular values of the positive 

definite circulant matrix  11 11 CCCC tt  verify: 
1
4

1
3

1
2

1
1                                                         (6) 

 
To this end, we put 1

3
1
1

1
1 ccS  , 1

4
1
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1
2 ccS  , 1

3
1
1

1
1 ccD  , 1

4
1
2

1
2 ccD   

Then, according to (4), to obtain the decreasing sequence (6) it is enough to take  

2
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1
DSc 

 , 
2

1
2

1
21

2
DSc 

 , 
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4
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  

Where 01
1 D  , 01

2 D , 01
2 S , 01 h , are four arbitrary positive numbers and 

11
21

1
1 hSrS  with 21

2
21

11 )()( DDr  . 

 Hence tUdiagU 0
1
4

1
3

1
2

1
10 ),,,(  is the SVD decomposition of tCC 11 . 

If A  is an image of size mm 44  , to every arbitrary vector  ( 1
1D , 1

2D , 1
2S , 1h ) is associated a vector 

),,,( 1
4

1
3

1
2

1
11 ccccc  , as mentioned above, a 44 circulant matrix  )( 11 ccirC  and a watermark as 
mm 44  matrix with one block 
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To obtain a watermark kW with k blocks  
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We construct iteratively the nth block t

nnCC 2, n as follows: 
Let 1

1
1

11 ..0 DDD nn   ,  1
2

1
22 ..0 DDD nn  

 
 



International Journal of Computer Science & Information Technology (IJCSIT) Vol 6, No 5, October 2014 
 

 
101 

And 
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Then 
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and the watermark with k blocks is 
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1  k  and I is )(4)(4 kmkm   identity matrix. Hence to 

generate a watermark kW  with k blocks we need four arbitrary positive numbers 01
1 D  , 01

2 D , 
01

2 S , 01 h  for  the first block and two random sequences  
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for other blocks; that is, the insertion key 1K  is of length 2k+2. 
 

 
 

Figure 1. The proposed watermarking embedding procedure 
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3.2. Watermark insertion procedure 
 
To watermark a given original image A  of size  mm 44  , we will use a watermark with one 
block as following: 
 

1) We define the insertion key  1 K ( 1
1D , 1

2D , 1
2S , 1h ) by using four arbitrary positive numbers 

and construct the watermark 1W   as mentioned above. 
2) Apply SVD on A : tVSUA  with )( iSdiagS   
3) Perform SVD on 1W : 
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With ),,,( 1
4
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1
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1
1 diag and I  is )1(4)1(4  mm  identity matrix. 

4) Put  
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iii SY                                                             (11) 
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So 
t

i VYdiagUA  )(*                                                   (12) 
 

*A is the watermarked image. 
 
The figure  1 conclude the watermark insertion procedure. 
 
3.3. Watermarking detection and extraction procedure 
 
We don’t require the original image A  to detect the watermark, we only require the watermarked 
image *A , the scaling factor  and the key 2K =  4321 ,,, SSSS formed by the first four values of S . 

 
1)  Apply SVD to *A  

t
VSUA ****                                                       (13) 

2) Calculate 


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i
SSx 


*

                                                          (14) 

for the first four elements. 
  
If 43 xx  then the mark is detected else the watermark is not present on the image. 
 

To extract the mark we compute:  
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where ),,,( 4321 xxxxdiagX   and I  is )1(4)1(4  mm  identity matrix. 
 
Remarks: 

1) If we use a watermark kW with k blocks, to detect or extract the watermark we only 

require the scaling factor  and a key 2K =  kSS 41 ...,, of length 4k which contains the 
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first 4k values of S. In this case the sequence X =  ix is of length 4k and the mark is 
detected if ii xx 414  for ki ...,,1 . 

2) In Chandra algorithm [5], to extract the watermark W, (  , ) are required, in the 
proposed scheme  is a constant matrix   and independent  of the watermark, thus 
our proposed algorithm is blind. 

 
4.  EXPERIMENTAL RESULTS 
 
To demonstrate the efficiency and the performance of the proposed image watermarking scheme 
we implemented the proposed algorithm in Matlab, we used eight test images, of size 512 
Cameraman Lena, Peppers, Baboon, Zelaine, Barbara, Goldhill and boat (Figure 2). 
 
The quality of the watermarked image is assessed with the PSNR (Peak signal-to-noise ratio): 
 

db
MSE

PSNR )255(log10
2

10                                                   (16) 

In order to evaluate the quality of the extracted watermark, we use normalized correlation (NC) 
metric as: 

 
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),('),(1)',(
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jwh
jiWjiW
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WWNC                               (17) 

 
Where hW and wW are the height and width of the watermarked image, respectively. ),( jiW  and 

),(' jiW denote the coefficients of the inserted signature and the extracted signature respectively. 
The PSNR values of the watermarked images by our method indicate that our method in general 
achieves very good quality as it shown in (Table 1). So the proposed method preserves good 
transparency for the watermarked images. 
 
In the proposed method we have a variety for generating the watermark which can be created 
using n blocks, Table (2) shows the quality of the extracted watermark defined by NC under 
deferent image processing attacks using deferent Watermarks, the values of the NC in the table 
are the average values of the NC for the watermarks of the eight test images, And the scale 
factor 03.0 . 
 

Table1.  The PSNR values of the watermarked images of our method using variety of watermarks 
 

Number 
of 
blocks  

Lena  Peppers Barbara  Baboon GoIdhiII Zelaine Cameraman Boat  

1 56.6994   55.9094  56.9139  55.6458  57.2825   52.5031  56.2456  57.1737 
3 55.5982 55.2634  55.5102  54.6902  55.5499 50.5651  57.7976   55.6458  
5  55.7382  55.1153 57.1737  55.0781   55.4955 55.4154 55.5001  55.2064 
10 55.0831  53.5932  55.2064  55.1058   55.1460  53.1938  52.1151   54.6902  
30  55.8089 54.5946 53.3403  51.6568   54.6665  57.5347 52.2868  51.5035  
64  56.0630  55.4747 51.5035  50.4369  54.6762  51.4444 50.4884  52.9705  
80  55.4090   56.2183  50.2628  49.4199  52.9705  56.4001  49.2424 52.8710  
100 55.4366  56.2190  50.1065  49.1576   52.8710  53. 3321   49.2372  52.8454  
128 55.3805 56.2759  50.0764 49.2020 52.8454 51.5657 51.0011 52.8710 
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It is clear from the table that our method achieves a good robustness against variety of image 
processing attacks, furthermore, it can be seen that the rotation process is the only attack that can 
take a less effect on the watermark while increasing the number of blocks, while it makes the 
watermark more robust to other attacks. 
 
To prove the robustness and imperceptibility of our method we compare the simulation results 
with many state of the art schemes 

 

 
 

Figure 2.The host test images. 
 

The NC values shown in table 3 indicate that our scheme achieve better robustness than other 
schemes in most attacks, and in the attacks that our scheme doesn’t seems to be the more robust 
in it still achieve a good NC values 5.8 . 
 

Table 2 the robustness of the proposed method against image processing attacks using variety of 
watermarks 

 

 
 
Beside the robustness the proposed method has a good PSNR values and the quality of the 
watermarked image is very good as it is shown in Table 4 where we compared the PSNR of the 
watermarked images of the proposed scheme with Lai, Chih-Chin et al [20] scheme and Tsai, 
Hung-Hsu et al [21] scheme, the scale factors were in an interval from 0.01 to 0.09 during this the 
results indicate that our method has a better imperceptibility. The watermarked imagesof our 
proposed method looks exactly the same as the host images, so the watermarking procedure 
preserve the quality of the images. 
 

TABLE 4. Comparison of PSNR for Lai, Chih-Chin et al [20]Tsai, Hung-Hsu et al [21] andour scheme. 
 

Method The scale factors  
0.01           0.03            0.05                0.07           0.09 

Lai, Chih-Chin et al [20] 51.14        51.14          50.89             49.52         47.49 

Tsai, Hung-Hsu et al [21] 47               37               33                 28         about 25 

Proposed method 56.70       56.68            56.53        55.97          55.87  
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5.  SYSTEM SECURITY
  

System security of the proposed method is based on proprietary knowledge of keys which are 
required to embed or extract an image watermark. 
 
As the security level is the number of observations the opponent needs to successfully estimate 
the secret key, the key space must be very large.  
 
If we use a watermark with one block and for example we suppose that each of the four 
components 01

1 D  , 01
2 D , 01

2 S , 01 h of the key 1K has  r decimal digits, in this case the 

size of key space of 1K equals rr 124 210  ; then for 15r the size of  key space of 1K is very 

large, we have the same result for the extraction key 2K . 
 
The security of our technique can be improved by increasing k the number of watermark blocks 
and the complexities can be controlled by manipulation of k. 
 
6.  APPLICATIONS 
 
We now describe some applications of the proposed method. 
 
6.1. Copyright protection  
 
     Protection of intellectual property has become a prime concern for creators and publishers of 
digital contents. To solve the problem of legal ownership for digital multimedia data, it must use 
“digital watermark”, there is need to be associated additional information with a digital content, a 
copyright notice may need to be associated with an image to identify the legal owner, a serial 
number to identify a legitimate user. 
 

For our method the distributor generates an insertion key   
 

),,,( 11
2

1
2

1
11 hSDDK   

 

Where 1h is the information about the copyright owner and 1
2S is the information about the 

receiver, he embeds the associated watermark in the host image and sends the watermarked image 
to the legitimate receiver. The extraction key 2K or the algorithm will only be known by the 
distributor and other trusted parties. For the proof of the ownership of the embedded image, using 
the key 2K , the distributor extracts the mark and calculates the singular values ),,,( 1

4
1
3

1
2

1
1   

 
and according to the choice of 1

4
1
3

1
2

1
1 ,,, cccc  and by (4) deduces the copyright notice. 

 
1
3

1
2

1  h  
 
and serial number of the user 
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2

1
2

1
11

2
 

S  

In order to solve the deadlock problem [19], in generation of 1K , 
1
1D and 1

2D can be computed 
from the host image A using a secure hash function f for example let: 
 

)(1
1 AfD 

 )(1
2

tAfD   
 
The second key 2K is also original image dependent, this makes counterfeiting very difficult. 
The proposed scheme for copyright protection is resumed in figure 3. 
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Figure 3. the proposed scheme for copyright protection 
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6.2. Illicit distribution 
 
By using the internet, the online purchasing and distribution of digital images can be performed 
easily. The good distribution scheme is to distribute data without the possibility for the receivers 
to redistribute it to unauthorized user. 
 
If a user illegally distributes an image then, as above by extraction procedure, we obtain  

1
3

1
2

1  h
 the serial number of the user, so that redistributed copies can be traced back to the pirate. 

 
6.3. Copy control  
 
Embedding mark in an image can prevent illegal copying, for our proposed scheme we can use 

the second bloc and we take 
1
1

2
1 DD  1

2
2
2, DD   Then by (4) we have  22

2
22

1 )()( DD 2
4

2
3  

 
Hence 2

3 can be considered for example as information about “no copy”, in this way a copying 
device might inhibit coping of image if it detects an information ( 2

3 ) in watermark that indicates 
coping is prohibited, for this application, copying device must include watermark detection 
circuitry.  
 
We can increase the number of blocks of kW so that the mark contains other information as 
addresses or distribution path parameters.   
 
Then the number of blocks of the watermark is related to the desired capacity. 
 
7.  CONCLUSION 
 
In this paper we have proposed a new blind robust watermarking technique which originality 
stands on using positive semi-definite matrices for which the spectral decomposition coincides 
with the singular value decomposition. 
The proposed watermarking scheme is robust against a wide variety of attacks, as indicated in the 
experimental results Moreover, the scheme overcomes the drawbacks of the deadlock problem, 
and the comparison analysis shows that our scheme provides a higher capacity and achieves 
better image quality for watermarked images, and it can be used for discouraging illicit copying 
and distribution of copyright material. 
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Table 3. Comparison of robustness of our scheme and other state of the art schemes 
 

 


