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ABSTRACT

In this paper we propose a semi-blind watermarking scheme using Discrete Wavelet Transform,
Discrete Cosine Transform and Singular Value Decomposition for copyright protection. We used a gray
scale image as a watermark to hide in another gray scale image as a cover image. The cover image is
modified (Zig-Zag) and divided to number of blocks of size n x n. We find the spatial frequency of each
block and kept a threshold on this spatial frequency to form a reference image. Then the reference image
is transformed into wavelet domain. A DCT is applied to the HF band of DWT decomposition reference
image. We hide the watermark into reference image by modifying the singular values of transformed
DCT coefficients with the singular values of watermark. The proposed algorithm provides a good
imperceptibility and robust for various attacks.

KEYWORDS
Spatial frequency, DWT, DCT, SVD, Zig_Zag, Reference image.

1. INTRODUCTION

Due to the rapid and extensive growth of network technology, digital information can
now be distributed much faster and easier. However, according to the insufficient cognizance of
intellectual property, the condition of illegal copies and spread of copyright reserved
information are growing serious. To protect the copyright of multimedia information and to
decrease the impulse to copy and spread copy right reserved multimedia information.
Fortunately, the digital watermarking technique is the right choice to protect the right full
information of the owners. Watermarking has two processes. One is embedding; a mark or
signal is hiding into multimedia content as cover information. Second one is extraction; the
hidden mark or signal at receiving end.

In digital image watermarking the inserted watermark should not degrade the visual
perception  of an original image. The first method for hiding watermarking is by directly
changing original cover-media. The advantages are simple and fast calculated but cannot
protect itself from varied signal processing attacking [1, 2, 3]. The most of watermarking
techniques embed the information data in the coefficients of transformation domain of the
cover image, such as Fourier transformation, discrete cosine transformation, wavelet
transformation and singular value decomposition. Image watermarking algorithms using
Discrete Cosine Transform (DCT) [4, 5, 6, 12, 13], Discrete Wavelet Transform (DWT)
[7,8,9,10,11] Singular Value Decomposition (SVD) [14,15] are available in the literature.
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Domain transformation watermarking schemes, in general, first use DCT and DWT
and then transforms the image into the spatial domain. Watermarking schemes usually uses a
watermarking on black and white or greyscale images. Hybrid domain transforms are also
available in the literature DCT- SVD [16,17,18] and DWT-SVD [19,20,21,22,23,24,25,26,27].
In this paper we proposed an optimal watermarking technique based on DWT- DCT-SVD. The
rest of the paper is organized as follows: Section 2 describes the related work, while Section 3
contains our proposed algorithm and in section 4 experimental results followed by conclusions
in Section 5.

The DCT transform:

The Discrete Cosine Transform (DCT) is a technique that converts a spatial domain waveform
into its constituent frequency components as represented by a set of coefficients. These
transforms are the members of real-valued discrete sinusoidal unitary transforms. The DCT has
excellent energy compaction for highly correlated data. A 2D DCT can be computed as two
separate one-dimensional transforms. This is shown in equation 1. The DCT transformed
coefficients have a Dc component and AC component. The AC components are used for
watermarking embedding, which provides good robust against various attacks.
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The DWT transform:

The Discrete Wavelet Transform (DWT) is obtained by filtering the signal through a series of
digital filters at different scales. The scaling operation is done by changing the resolution of the
signal by the process of sub sampling. The analysis filter bank consists of a low-pass and high-
pass filter at each decomposition stage. When the signal passes through these filters, it splits
into two bands. The low-pass filter, which corresponds to an averaging operation, extracts the
coarse information of the signal. The high-pass filter, which corresponds to a differencing
operation, extracts the detail information of the signal. The output of the filtering operation is
decimated by two. A two dimensional transform is accomplished by performing two separate
one-dimensional transforms. First, the image is filtered along the row and decimated by two. It
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is then followed by filtering the sub-image along the column and decimated by two. This
operation splits the image into four bands, namely, LL, LH, HL. and HH respectively as shown
figure 1.

LPF ——’C)_—’ LL BAND
—>| LPF —>@—
HPF —’< )——’ LH BAND
X [m, n]
—>| HPF ——’@——
L» HPF ——»(: }——> HHBAND
Row Processing Column processing Row — Column Processing
Figure -1

Singular Value Decomposition:

In linear algebra, the singular value decomposition (SVD) is an important factorization of a
rectangular real or complex matrix, with several applications in signal processing and statistics.
The SVD of rectangle matrix A is a decomposition of the form

A= USVT 2
Where A is an m x n matrix. U, V are orthogonal matrices. S is a diagonal matrix composed
of singular values of A. The singular values S; > S, >S; . .......... >S, > 0 appear in

descending order along the main diagonal of S.

Spatial Frequency

Spatial frequency of an image can be used to know the overall activity level in an
image [9]. For an image block [; of size M X N, the spatial frequency is defined as:

SF = \JRF? + CF? 3)

Where RF and CF are the row and column frequencies and are defined as:

M1 N1
1
RF = ML, mzlez::l[l(m,n) — I(m,n—1)]? 4)
1 M1 N1
= — — 2
CF= | ;lNZ:l[l(m,n) I(m —1,1)] (5)
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2. RELATED WORK

S S Bedi proposed a new SVD based and DCT-DWT oriented digital watermarking
scheme. The middle band DCT coefficients are chosen to achieve high robustness
against JPEG compression. He used a LL band of DWT to insert a watermark.[ 28 ]. Navas
K A proposed a DWT-DCT-SVD watermarking algorithm, which over comes the problems of
traditional watermarking. [ 29 ]. In this paper, they proposed a robust watermarking technique
which combines features of discrete wavelet transformation (DWT), discrete cosine
transformation and singular value decomposition. In this technique DWT is used to decompose
the colour images into various frequency and time scale. Block DCT is applied on DWT
coefficients of various frequencies to provide high level of robustness. DCT transformed
blocks of size 4x4 are further decomposed using dual SVD technique to get singular values in
which watermark is to be hidden.[ 30 ].

In this paper the authors proposed an algorithm which combines the advantages DWT-
DCT-SVD. Also they used the Arnold transform before embedding the watermark into original
image. This improves the robustness of algorithm. [31]. A novel watermarking algorithm for
digital image based on DWT-DCT-SVD was proposed in this paper. They applied four layers
DWT on the original image and choose the low-frequency sub image and three high frequency
sub images of the fourth layer. Then, by using DCT, SVD and the decomposition criteria
proposed in this paper, they embedded the low-frequency sub-image and the three high
frequency sub images obtained watermarking image into those of the original image
adaptively.[ 32]. In this paper, authors presented a hybrid watermarking scheme based on
DWT-DCT-SVD. They used the individual advantages of DWT, DCT and SVD. So they got
good imperceptibility and robustness against various attacks. [33].

Images | lake Lena | Bridge | Lvroom | Boat | Mandrill Pirate Peppers
PSNR | 48.35 | 47.42 | 48.40 4898 | 4441 44.97 45.06 44.20

Table — 3 PSNR values

3. PROPOSEDALGORITHM

3.1 Watermark Embedding
The Watermark Embedding Procedure as Shown in Figure 2(a)
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position

Segmentatio Blocks of size Significant Reference DWT DCT SVD
n using Zig P1xP2 blocks Image ig
A
Host Image
Watermark | SvD Embedding
Image g g Process
Watermarked
Image
Map blocks in to Blocks of size P1 x Watermarked IDWT IDCT ISVD
their original | P2 reference image < ] 1

Figure 2(a)

First, the original image is segmented into blocks of size p; x p, via ZIG_ZAG sequence
denoted by F', where 1 is the number of blocks.
Step1: Find out the spatial frequency in each block , denoted by SFel.
Step2: Spatial frequencies of each block are stored in descending order. Then make a threshold
on spatial frequency. Those blocks, which have spatial frequency less than or equal to
threshold, are considered as significant blocks and are used for making reference image, F.
which is a size of m x n.
Step3: Perform DWT on the reference image, which is denoted by fy,.
Step4: Perform DCT on the fy,, HL band of DWT decomposition, which is denoted by fy,
Step4: Perform SVD transform as shown in equation (5).

fref

svd

Utrer * Stref * Virer

StepS: Perform SVD on watermark image as shown in equation (6).

Wspa = Uy * Sy * VM’{'

(6)

()

Step6: Modify the single values of reference image with the singular values of watermark as

(Gfrer) = Opres + B+ 0y

where [ gives the watermark depth.

Step7: Perform inverse SVD,

fisva = Urer * Sfref * VfTref

(8)

©)

Step8: Perform inverse DCT and DWT to construct the modified reference image, denoted
byfir = Again f7 . is segmented into blocks of size p; x p, and mapped onto their original

positions for constructing the watermarked image.
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We save the positions of the significant blocks and reference image for the extraction
process.

3.2Watermark Extraction

The Watermark Extraction Procedure as Shown in Figure 2(b)

Segmentation Blocks of size P1 Positions of Reference DWT DCT S VD
using Zig Zag x P2 Significant [P Image "] i g
1 blacks
Watermarked
image
A\ 4
Watermark SVD Extraction Extracted
Image > B Process > watermark image
Figure 2(b)

The objective of the watermark extraction is to obtain the estimate of the watermark. For
watermark extraction, original reference and watermarked images, left and right singular
vectors must be available at the receiver end.

Step1:Using the positions of significant blocks, make the reference image from the

watermarked image, denoted by F:;’}.

Step2: Perform DWT and DCT on watermarked reference, F,% . . which is denoted by £ .
Step3: Perform SVD transform on both f,.. 5 and f::f.

fref = Ufref * Sfref * Vfgef (10)
T
frvgf = Uj"/l;ef * S}A;ef * %r‘gf (11)

Step4: Extract the singular values of the watermark.

w
ext _ Jfref — Ofref

o2 3 (12)
Step5: Obtain the extracted watermark as:
Wet = Uy = S x YT (13)

4. RESULT ANALYSIS

Imperceptibility Performance

Imperceptibility means that the perceived quality of the image should not be distorted by the
presence of the watermark. The peak signal to noise ratio (PSNR) is typically used to measure
the degradation between original image and watermarked image.
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- Jv(i,j) ~ FQ)P 1)

N2

PSNR = 20log 22>
= VI8 R MSE

db (15)

RMSE 1Is the Root Mean Square Error and is a comparison between the host image and
watermarked image.

f (i,j) and F (i,j) represent host and watermarked images respectively. Size of the host image is
Nx N.

Robustness Performance

Robustness of a watermarking algorithm is that the embedded data should survive any signal
processing operation the host signal goes through and preserve its fidelity. The similarity
between the original watermark and the extracted watermark from the attacked watermarked
image was measured by using the correlation factor p, which is computed using the following
Equation:

(16)

Where N is the number of pixels in watermark, w and Wis the original and extracted
watermarks respectively. The correlation factorp, may take values between -land 1.

The algorithms discussed in the above section have been implemented in MATLAB for
the gray scale Boat, Lena, Bridge, Living Room, Lake, Mandrill, Pirate and Pepper images of
size 512 x 512. For watermark, copyright gray scale image and cameramen gray scale image of
size 128 x 128 was used. The original images Boat, Lena, Bridge and Living Room were
watermarked with cameramen, while the other original images Lake, Mandrill, Pirate and
Pepper were watermarked with copyright image. In our experiment, the size of blocks is taken
to be 8 x 8. The original images were shown in table -1. The watermarked images were shown
in table — 2. In table 2 (a) shows Watermarked Images with watermark as cameramen image
and (b) shows Watermarked Images with watermark as copyright image. The corresponding
PSNR values are showed in table -3. The original watermark and the extracted watermark
(without applying attacks) images and normalized cross correlation values are shown in table 4
and table — 5 respectively.

We investigate the robustness of the algorithm by considering Average filtering,
Median filtering, Compression, Cropping, Gaussian noise, Histogram Equalization, Resize,
Rotate, Pixilation, Sharpening, wrapping and motion blur attacks. After these attacks on the
watermarked image, we have compared the extracted watermarks with the original one.
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Original Lvroom
Watermark
riginal . . P r
Origina Boat Mandrill Pirate cppers
Watermark
Table — 4 Extracted watermarks without applying attacks
Images lake Lena | Bridge | Lvroom | Boat | Mandrill Pirate Peppers
NCC 0.9968 | 0.9959 | 0.9938 | 0.9944 | 0.9972 0.9952 0.9975 0.9972

Table — 5 NCC values without applying attacks

Different types of attacks
Average Filtering and Median Filtering
The most common manipulation in digital image is filtering. The extracted watermarks, after
applying 13x13 average and median filtering, are shown in figure 3. It can be observed that
after applying these filters, images are very much degraded and lot of data is lost but the
extracted logo watermark is still recognizable.

(a)

(b)

©
Fig 3 (a) watermarked boat image after 13 x 13 average filtering (b) extracted watermark
(c) watermarked boat image after 13 x 13 median filtering (d) extracted watermark
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Gaussian filter (75%) and Compression (80: 1)

To verify the robustness of the watermarking scheme, another measure is noise addition. In real
life, the degradation and distortion of the image come from noise addition. In our experiment,
we have added 75% additive Gaussian noise in the watermarked image. The attacked
watermarked image and the extracted watermark are shown in figure-4 (a) and (b) respectively.
In real life applications, storage and transmission of digital data, a lossy coding operation is
often performed on the data to reduce the memory and increase efficiency. Hence we have also
tested our algorithms for the JPEG compression (80:1). The attacked watermarked image and
the extracted watermark are shown in figure-4 (c) and (d) respectively.

= L3N g’é
() (b) (d)

Fig 4 (a) watermarked boat image after adding 75% additive Gaussian noise (b) extracted watermark
(c) watermarked boat image after jpeg compression image(80:1) (d) extracted watermark

Cropping (25% reaming) and Rotation ( 50°)

Image cropping is very frequently used in real life. Cropping an image is done by either hiding
or deleting rows or columns. This is a lossy operation. For this attack, 75% of the watermarked
image is cropped and then watermark is extracted. The attacked watermarked image and the
extracted watermark are shown in figure-5 (a) and (b) respectively. We have also tested our
algorithms for rotation. The attacked watermarked image and the extracted watermark are
shown in figure-5 (c) and (d) respectively.

(b)
Fig 5 (a) watermarked boat image after cropping (b) extracted watermark
(c) watermarked boat image after rotation (d) extracted watermark

Histogram and Pixilated (3)

The watermarked image is exposed for histogram equalization attack. The attacked
watermarked image and the extracted watermark are shown in figure-6 (a) and (b) respectively.
Pixilation (mosaic) is another disturbing operation on watermarked image to eliminate or
destroying the watermark. The corresponding attacked watermarked image and the extracted
watermark are shown in figure-6 (c) and (d) respectively.
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: et - ¥ N . - - e 4

(b) | (c) (d)

Fig 6 (a) watermarked boat image after histogram equalization (b) extracted watermark
(c) watermarked boat image after pixilation(3) (d) extracted watermark

Sharpening (100) and Contrast (50)

Simultaneously sharpening and contrast adjustment attacks are also performed. For sharpening
attack, the sharpness of the watermarked host image is increased by a factor of 100. The
information is almost lost but we are still able to extract the watermark. The attacked
watermarked image and the extracted watermark are shown in figure-7 (a) and (b) respectively.
For Contrast Adjustment, the contrast of the watermarked host image is increased by 50%. The
attacked watermarked image and the extracted watermark are shown in figure-7 (c) and (d)
respectively.

n & e
(b)
Fig 7 (a) watermarked boat image after sharpen(100)  (b) extracted watermark
(c) watermarked boat image after 50% increased (d) extracted watermark

(a)

Normalized cross correlation values (p)
Attacks Existing methods Proposed Method
FrFt-SVD | DCT-SVD DWT-SVD DWT-DCT-SVD
Average Filtering (13 x 3) -0.3163 -0.1603 0.1198 -0.0928
Median Filtering (13 x 13) -0.3158 0.0184 -0.0852 -0.0852
Additive Gaussian Noise
(75%) 0.1833 0.2514 0.6749 0.6749
JPEG compression (80:1) 0.8929 09119 0.9751 0.9751
Cropping (25% area -0.1232 0.1735 0.8810 0.6120
remaining) ! ! )

Resizing (512 -> 128 ->512) |  0:4897 -0.1036 0.2570 0.2570
Rotation (50%) -0.5470 0.3702 0.8846 0.8846
Pixilation3 | T | TTTTTC 0.0871 -0.4185
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Wrapping 02385 | e 0.7299 -0.4559
Histogram equalization 0.6009 0.6932 0.9182 0.9182
Motion blur | T | 7T -0.1854 -0.0363
Sharpening ( 100) 0.1607 0.2758 0.7240 0.7500
4. CONCLUSIONS

In this paper we proposed a self-reference image watermarking by using the technique
DWT-DCT-SVD. The watermark is visually meaningful gray scale image instead of a noise
type Gaussian sequence. The proposed method is highly robust and can survive the watermark
in any of attacks. The quality of the watermarked image is good in terms of perceptibility. The
PSNR value for a boat image was 43.88db. Our proposed method also provided same PSNR
value. Most of the attacks provided same NCC values as in existing method [34]. But this
method had well robust against motion blur and sharpening attacks, when compared with the
existing method [34]. The existing method was superior to our method in averaging, pixilation
and wrapping attacks. In our observations, no one can extract watermark without knowing the
value of embedding depth. The future work will be carried out by embedding the watermarks
in remaining other three bands.
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